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Five questions to ask yourself before clicking on a link

In today's world of advancing cybercrime, URL's can lead to password and data theft, as well as drive-by-download
malware attacks.

Before you click on a link, as yourself these five questions:

1. Do you trust the person sending/posting the link?

Trust should be the same online as it is in the real world. The good news is that despite phishing remaining a popular tool
for cybercriminals, people are improving at distinguishing the good emails (and links) from bad, something that has also
been helped by advancing spam filters.

Nonetheless, you still need to be alert. The first question to ask yourself is: Do I trust the
person sending or sharing this link? If the link has been sent by a friend or family member,
and on a trusted social media platform - there's a good chance it may be okay. If, for
whatever reason, you're unsure, it is advisable to ask them to verify that they did indeed
send that information.

However, if you do not recognise the name, the email account or the content, it is best
avoided. You should be particularly cautious of emails that attempt to catch you out by
mentioning your name in the subject line, or which claim to be from your bank.

2. Do you trust the platform?

Pay special attention to Twitter and Facebook as both social media websites have been hit
by copious amounts of spam, with some links even directing users to malware-infected websites. If you are unsure of the
link, and don't know about the platform, you should search elsewhere.

Additionally, high-profile accounts have been hacked, so if the surrounding text seems out of character for the sharer, think
twice.

3. Do you trust the destination?

Look at the link that has been shared. Does it go to a website that you recognise, or even like?

If you don't trust, or don't know, the destinations don't click on the link. Instead, do your own web search and visit the
website via that route.

4. Does the link coincide with a major world event?

Cybercriminals are very opportunistic, and they will seize any opportunity to get someone to click a link that may take them
to an infected website. This is especially true around major events, like natural disasters, Olympics and World Cups - the
numbers of spam emails and tweets skyrocket at this time.

5. Is it a shortened link?

24 Jul 2015By Carey van Vlaanderen

https://www.bizcommunity.com/
https://www.bizcommunity.com/Profile/CareyvanVlaanderen
https://pixabay.com/en/question-mark-question-symbol-463497/


The rise of social media like Twitter, Facebook and Instagram has seen the rise too of shortened links for convenience.
Most of these have good intentions, but danger can still lurk here.

For example, a cybercriminal can shorten their nefarious link using Bitly, goo.gl or any other provider in the hope that the
user blindly trusts that link as from a trusted source. Also, if they combined a link with an authentic tweet or email, the user
could well be encouraged into thinking that this was a legitimate message from a legitimate user.

So with shortened links, the advice is clear; ask yourself the above four questions and if you are still unsure, use the likes
of LongURL and CheckShortURL, to restore the shortened link to its original length.

For example, a cybercriminal can shorten their nefarious link using Bitly, goo.gl or any other provider in the hope that the
user blindly trusts that link as from a trusted source. Also, if they combined a link with an authentic tweet or email, the user
could well be encouraged into thinking that this was a legitimate message from a legitimate user.

So with shortened links, the advice is clear; ask yourself the above four questions and if you are still unsure, use the likes
of LongURL and CheckShortURL, to restore the shortened link to its original length.

ABOUT CAREY VAN VLAANDEREN

Carey van Vlaanderen is CEO of ESET Southern Africa. ESET is a global provider of security software for enterprises and consumers and is dedicated to delivering instant,
comprehensive protection against evolving computer security threats.
4 ways to manage the human threat to cybersecurity - 18 Jul 2023
A cybercriminal's tricks and trades to get into your phone - 23 Mar 2018
What is encryption, how does it work and why is it important? - 6 Mar 2017
Five common security threats that demand attention - 9 Mar 2016
Face 2016 with a proactive attitude of security awareness - 22 Jan 2016

View my profile and articles...

 
For more, visit: https://www.bizcommunity.com

https://www.bizcommunity.com/Article/196/661/240250.html
https://www.bizcommunity.com/Article/196/661/175130.html
https://www.bizcommunity.com/Article/196/661/158617.html
https://www.bizcommunity.com/Article/196/661/141949.html
https://www.bizcommunity.com/Article/196/661/139802.html
https://www.bizcommunity.com/Profile/CareyvanVlaanderen

	Five questions to ask yourself before clicking on a link
	1. Do you trust the person sending/posting the link?
	2. Do you trust the platform?
	3. Do you trust the destination?
	4. Does the link coincide with a major world event?
	5. Is it a shortened link?
	ABOUT CAREY VAN VLAANDEREN


